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enable

configure terminal

hostname [ s-al]

RS 5 ues

enable secret [ si- )]

username admin privilege 15 secret [ $- 3]

SSH (s jbulad

ip domain-name company.local
crypto key generate rsa modulus 2048

ip ssh version 2

line vty 0 15

transport input ssh

login local
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vlan 99

name Management

interface vlan 99

ip address 192.168.1.10 255.255.255.0
no shutdown

ip default-gateway 192.168.1.1

Access Port

interface fa0/X
switchport mode access

switchport access vlan [s_led]

Trunk Port

interface gi0/X
switchport mode trunk

switchport trunk allowed vlan 10,20,99

+ Blackhole VLAN» i3l W) gy (i

vlan 999

name BLACKHOLE
interface range fa0/X-Y
switchport mode access
switchport access vlan 999

shutdown




interface range fa0/X-Y

switchport port-security
switchport port-security maximum 2
switchport port-security violation shutdown

switchport port-security mac-address sticky

interface range fa0/X-Y
spanning-tree portfast

spanning-tree bpduguard enable

copy running-config startup-config

Port Security

BPDU Guard
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D shd —aa
show running-config sz Gladaii saalis
show interfaces status L) 5 Curia g
show vlan brief 4 VLANo2alia
show ip ssh SSH (s 2
show port-security Port Security
show spanning-tree Spanning Tree
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